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Security Engineer Pretoria, South Africa 
 
 
LAWtrust is looking for a Security Engineer (SE) who can help build, maintain, and troubleshoot our rapidly 
expanding secure infrastructure and security solutions provided to our customer base/ market.  The 
Security Engineer will be part of a highly talented team of engineers that demonstrate superb technical 
competency, thought leadership, delivering mission critical information security infrastructure and 
security solutions whilst ensuring the highest levels of availability, performance and security. 
 
What you will be doing 
➢ Technical Support: LAWtrust Operational Environment (corporate and hosted) & Solutions ((MPKI; 

Authentication; Biometrics; Digital Certificates; Encryption) 
 

➢ Product Implementation and Support:  
- attending customer meetings, workshops, scheduling software installations, performing 

software installations, providing user training 
- monitoring of production systems by means of various monitoring and reporting tools and the 

logging and escalation of any exceptions detected. 
- research customer technical questions using a variety of manuals and resources 
- testing of alpha and beta software releases, software installations, functionality and user 

friendliness as well as logging any exceptions detected. 
- install, configure, test and maintain operating systems, application software and system 

management tools 
- ensure the highest levels of systems and infrastructure availability 
- monitor and test application performance for potential bottlenecks, identify possible solutions, 

and work with developers to implement those fixes 
- maintain security, backup, and redundancy strategies 
- write and maintain custom scripts to increase system efficiency and lower the human 

intervention time on any tasks 
- manage and document system configurations 
- create and maintain programmatic and technical documentation to insure efficient planning and 

execution 
- develop and complete actions in system specifications, technical and logistical requirements and 

other disciplines 
- oversee all transitions into production 
- coordinate system operation tasks to include design, integration and formal testing 

 
➢ Internal and External Training: 

- Provide internal training to staff members on specialist areas. 
- Provide external training to customers on LAWtrust solutions and products. 

 
➢ 2nd line and 3rd line support 
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➢ Pre-sales Support:  
- Assist with pre-sales activities as and when required, including attending customer meetings, 

scoping sessions, input to tenders and POC’s. 
 

➢ Business Development: 
- Assist LAWtrust business development with technical input into technical proposals, tenders, 

product marketing and white papers. 
 

➢ Security Consultation: 
- Provide security consultation to relating to LAWtrust business and solutions as well as general 

security related topics. 
 

➢ Information Security & IT Compliance: 
- Assist with the drafting and review of the LAWtrust information security policies. 
- Assist with the LAWtrust IT security implementations and audit for compliance. 

 
➢ Technical Account Management (TAM): 

- Perform the role of the technical account manager for the appointed customer accounts – this 
includes attending meetings with the customer technical teams and providing feedback to the 
LAWtrust teams if customer requests are received. 
 

➢ Project Management – Agile SCRUM/KANBAN: 
- Perform and Participate in Agile Sessions and LAWtrust projects 

 

What you will need  
 
Qualifications: 
 
-           A+, N+, S+, MCSE or equivalent degree/diploma/Certification 
 
Experience & Skills 
 
-           Minimum 6-8 years related experience 
-  Proven working experience in installing, configuring and troubleshooting Windows/UNIX 

/Linux/OSX based environments. 
-  Solid experience in the administration and performance tuning of application stacks 

(e.g.,Tomcat, IIS, Weblogic, Websphere, JBoss, Apache, Ruby, NGINX) 
-  Experience with virtualization and containerization (e.g., VMware, Virtual Box) 
-  Experience with monitoring systems 
- Experience with automation software (e.g., Puppet, cfengine, Chef) 
- Solid scripting skills (e.g., shell scripts, Perl, Ruby, Python) 
- Solid networking knowledge (OSI network layers, TCP/IP) 
- Solid Cloud experience (Hosted environments and multi-tenant environments) 
-   Problem solving skills and ability to work under pressure 
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Abilities:
  

- Develop capacities used to design, set-up, operate and correct malfunctions involving application 
of machines or technological systems. 

- Conduct tests to determine whether equipment, software or procedures are operating as 
expected. 

- Knowledge of circuit boards, processors, chips, electronic equipment and computer hardware and 
software, including applications and programming. 

- Identify complex problems and reviewing related information to develop and evaluate options 
and implement solutions. 

 
Should you meet the requirements for this position, please e-mail your CV to our HR Manager, Nina at 
nina@lawtrust.co.za.  
 

- Negotiable salary on offer; please add your salary expectation on your application. 

- Please apply with your updated CV – remember to include references with updated contact 

details 

- Correspondence will only be conducted with short listed candidates. Should you not hear from 

us within 14 days, please consider your application unsuccessful. 
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