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1. EXECUTIVE SUMMARY
1.1

SCOPE

This document provides integration information for the SigningHub REST API. The intent of the document is to guide
integrators with a few simple SigningHub workflows to assist their development efforts.

1.2

INTENDED READERSHIP

This guide is intended for system developers with a working knowledge of REST APIs.
Please note – it is not the intent of the document to discuss each request but merely demonstrate the order in which
to call the requests to configure a certain type of workflow.
For an in-depth discussion of each request, see the online documentation.

1.3

FURTHER READING

The full API documentation can be found online: here.
The SigningHub user guide can be found online: here.

1.4

GETTING STARTED

To start running the sample code provided in this document, the following is required:
• A SigningHub Enterprise account in the LAWtrust testing environment.
• The URL to the REST API.
• A client ID.
• A client secret.
• A username and password.
• Additional users to test.
Obtain the required items on request from LAWtrust: info@lawtrust.co.za or access to the testing environment can
be requested here.
Please note - The WebTrust and ISO 21188 standards govern the LAWtrust environment. As such, the environment is
only available on request.

1.5

TERMS USED IN THE DOCUMENT

1.5.1 ELECTRONIC SIGNING
Electronic signatures are any marks made on a digital document by the Signer that indicates the Signer agrees with
the content of the document.
Documents signed with electronic signatures are not protected with cryptography and therefore easily disputed.
To increase trust in electronic signatures, SigningHub seals electronically signed documents with a timestamp to
protect the document’s integrity and provide proof of the time of signing. A full audit trail and Workflow Evidence
report is available.

1.5.2 DIGITAL SIGNING
Digital signatures are a subset of electronic signatures. Public Key Cryptography protects the signed document. A
digital certificate that ties the real-life identity of the Signer to a digital identity is embedded in the document.
Cryptography protects the document against change.

1.5.3 ADVANCED ELECTRONIC SIGNATURES
Advanced Electronic signatures are a subset of digital signatures. The South African Electronic Communications and
Transactions Act of 2002 governs Advanced Electronic signatures.
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Only SAAA accredited authentication providers can issue the digital certificates used in Advanced Electronic
signatures. View LAWtrust’s accreditation here.
For a full discussion on the differences between the signatures, see the LAWtrust article Wet signature vs Electronic
signatures vs digital signatures.

1.6

ACTORS

The sample code uses the following actors:
• Users: Users refers to any person/system that uses SigningHub’s functionality. They can be Document
Owners or Signers.
• Document owner: Document owner is the user or application that started the signing workflow. The
document owner may or may not be a Signer.
• Signer: Signers are users that are part of the signing workflow. Signers are required to sign the document
electronically or digitally.
• Meeting Host: A Meeting Host can log into SigningHub and allow a second Signer that does not have a
SigningHub account to sign a document while the Meeting Host is logged into SigningHub.
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2. SIGNINGHUB
2.1

OVERVIEW

SigningHub is LAWtrust’s digital signing workflow solution. The system allows users to upload, configure, prepare
and share documents for electronic, digital signing and Advanced Electronic signing.
More information on SigningHub.

2.2

SIGNINGHUB HIGH-LEVEL ARCHITECTURE

LAWtrust's Trusted Hosting environment hosts SigningHub. SigningHub’s functionality is exposed to the internet via
a REST API.

2.3

MODES OF INTEGRATION

Two modes of integration are supported:
• Loose integration; and
• Tight integration.

2.3.1

LOOSE INTEGRATION
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The Loose integration mode allows Business Applications to send documents to SigningHub via the API. SigningHub’s
workflow will then take over and get the document signed.
A basic digital signing process would work as follow:
1. The Business Application sends the document to SigningHub for digital signatures.
2. SigningHub will send an email to the user to notify them that they have a document to sign.
3. The user then logs into SigningHub and sign the document.
4. The digitally signed document is returned to the Business Application for processing.
More information on loose integration can be found here.
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2.3.2

TIGHT INTEGRATION

The business application uses SigningHub to provide document review and digital signature functionality. Users
interact with the business web application to the point where a document requires approval. At this point,
SigningHub's functionality displays the document within an iframe or the business application’s document displaying
functionality.
SigningHub provides a seamless experience to the user. The user can review the entire document and sign in the
defined location. Tight integration is suitable for ECM, CRM and ERP web applications or portals where a known user
already interacts in a defined way. The business application can use the Signer's credentials to log into SigningHub.
The basic flow for tight integration:
1. The Business Application generates the document.
2. The Business Application notifies the user that they have a document to sign.
3. The user logs in to the Business Application and indicates that they will sign the document.
4. The Business Application leverages SigningHub’s functionality to sign the document.
More information on loose integration can be found here.
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3. SAMPLE CODE
The following sections will provide developers with sample code to do various electronic and digital signing
transactions in SigningHub.
The sample code assumes that all the requirements for Getting Started with SigningHub integration are met. More
information on getting started.

3.1 SIMPLE WORKFLOW (WITH ELECTRONIC SIGNATURE)
3.1.1 OVERVIEW
For the sample workflow, a PDF document is sent to SigningHub for manual signing.
he API will be used to send the document to SigningHub and configure the workflow. The Signer will then
electronically sign the document by logging into SigningHub and manually signing the document.
An electronic signature is an ideal way to get users to sign documents online quickly and easily.
For a discussion on the difference between electronic signatures and digital signatures, see the LAWtrust article on
the differences between electronic and digital signatures.

3.1.1 PREREQUISITES
For electronic signatures, there are no prerequisites for the Signer to register on SigningHub.

3.1.2 USE CASE
A common use for electronic signatures is to sign documents like invoices, memos, indemnity forms, etc.
This use case simulates a third-party that generates a PDF document and send it to SigningHub for signing.
For example, a bank requires a user’s consent to do a credit check. They generate the form and send it to
SigningHub. SigningHub requests the Signer to sign. After the Signer signs, SigningHub returns the signed document
to the bank’s workflow system.

3.1.3 PROCESS FLOW
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At a high level, the sample code will perform the following steps:
1. Prepare the workflow.
2. Share the document.
3. SigningHub sends an email notification to Signer.
4. Signer logs into SigningHub and electronically signs the document.
5. Third-party application checks the document status.
6. Third-party application downloads the signed document.
7. Third-party downloads the forensic Workflow Evidence report.
8. Deletes the document.

3.1.4 REQUESTS
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The following requests must be called to share a document with one Signer.
3.1.4.1 STEP 1 – AUTHENTICATE

Overview
Authenticate to SigningHub.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1010.htm

Description
Authenticate to SigningHub, to start transacting with SigningHub.
LAWtrust will supply the required authentication parameters.
Contact LAWtrust to get access to the testing environment.

Parameters
The scope parameter tells the system who the Document Owner is. Use the email address of the
Document Owner to identify the owner.

If the scope parameter is not set, the integration account will be the Document Owner.

Take note of the access_token returned by the server. The access_token is needed in subsequent
requests.
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3.1.4.2 STEP 2 – ADD PACKAGE

Overview
Create a package. The package acts as an envelope that contains the documents to sign and the
workflow rules.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1020.htm

Description
The first step to creating a workflow on SigningHub is to create a package. This step tells the
system what the name of the package is that you want to create.

A package can contain one or more documents.

Parameters
The access_token is obtained during Step 1 - Authenticate.

Take note of the package_id returned by the server. The package_id will be needed in the
subsequent requests.

3.1.4.3 STEP 3 – UPLOAD DOCUMENT

Overview
Upload a document to the package created in the previous step.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1022.htm

Description
Upload the document that must be digitally signed.

Parameters
The access_token is obtained during Step 1 - Authenticate.

The document_id returned by the server will be needed in requests pertaining to the uploaded
document.
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3.1.4.4 STEP 4 – ADD SIGNER 1 TO THE WORKFLOW

Overview
Add a signer to the workflow.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1047.htm

Description
Add the name and email address of the person that must sign the document.

Parameters
The access_token is obtained during Step 1 - Authenticate.

The package_id is obtained during Step 2 – Create Package.

Signing_order specifies the Signer’s order to sign. The order number will be required during the
next steps. For the first Signer, set the value to 1.

Set the field email_notification to true. If the parameter value is true, SigningHub will send an
email with a link to the document to the Signer. If the Signer clicks on the document, the
document will be opened in SigningHub and displayed to the user.

If additional security is specified, the user will now have to enter a password or OTP to view the
document.

See the sample code OTP protect access to a document for an example on how to protect access
to a document.

3.1.4.5 STEP 5 – INSERT SIGNATURE BLOCK 1

Overview
Draw a signature block for signer 1 on the document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1182.htm

Description
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Add the name and email address of the first person that must sign the document.

Parameters
This request will draw a signature block on the document for the first Signer.

This request will look for the text specified in the field search_text in the document and place the
signature block on the document.

The parameter placement is used to position the signature block relative to the search_text.
The dimension parameter controls the size of the signature block.
The Order parameter corresponds to the Signer’s order in which he/she must sign. Set the value
to 1.

Set Field_type to “ELECTRONIC_SIGNATURE”.

3.1.4.6 STEP 6 – SHARE DOCUMENT

Overview
Share document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1025.htm

Description
This request notifies SigningHub that the workflow configuration is complete and the signing
workflow can start.

Parameters
The parameter package_id indicates the package that must be shared.

3.1.4.7 STEP 6.1 – SIGNER SIGNS THE DOCUMENT

Overview
The signer logs into SigningHub and manually signs the document.

This is a manual step performed by the user and as such, there are no requests to call.
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To programmatically sign a document, see the sample: One Signer workflow.

Online Documentation
https://manuals.ascertia.com/SigningHubv7/1164.htm

Description
The Signer manually signs the document.

Parameters
N/A

3.1.4.8 STEP 7 – GET DOCUMENT STATUS (OPTIONAL)

Overview
Get the workflow status.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1044.htm

Description
The document status request retrieves the document’s current status.

Developers can use this request to periodically retrieve a document’s status.

While the workflow is not complete, the document's status is 'Pending'.
After the last Signer signs, the document the status will change to 'Completed’.

Parameters
N/A

3.1.4.9 STEP 8 – DOWNLOAD DOCUMENT

Overview
Download the digitally signed document.

Online Documentation
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https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1040.htm

Description
The digitally signed document is downloaded as a base64 string.

To download the signed document in a binary format, see this API request.

Parameters
Provide the package_id of the signed document to download.

3.1.4.10

STEP 9 – DOWNLOAD WORKFLOW EVIDENCE REPORT (OPTIONAL)

Overview
Download the forensic Workflow Evidence Report document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1045.htm

Description
Optionally, a forensic report (Workflow completion report), is available for download.

The forensic report contains an audit trail of all the actions that happened during the signing
workflow.

To protect the audit trail against tampering, the forensic report is digitally signed.

Parameters
Provide the package_id of the forensic report to download.

3.1.4.11

STEP 10 – DELETE DOCUMENT

Overview
Delete the specified document (and the containing package).

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1038.htm
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Description
Finally, the package and signed document is deleted of SigningHub to free space on the
SigningHub Enterprise.

Parameters
Provide the package_id of the signed document to delete.
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3.2 SIMPLE WORKFLOW (WITH DIGITAL SIGNATURE)
3.2.1 OVERVIEW
For the sample workflow, a PDF document is sent to SigningHub for manual signing with a digital signature.

The API sends the document to SigningHub and configure the workflow. The Signer will then sign the document by
logging into SigningHub and manually signing the document with a digital signature.

A digital signature is a subset of electronic signatures. The signed document is protected with a digital certificate.
The digital certificate ties the Signer’s identity to a digital identity.
For a discussion on the difference between electronic signatures and digital signatures see the LAWtrust article.

3.2.2 PREREQUISITES
For the Signer to sign the document with a digital certificate, the Signer must pass through the LAWtrust enrolment
process.
As part of the SigningHub enrolment process, SigningHub automatically creates an account and issues a digital
certificate to the Signer.

3.2.3 USE CASE
Digital Signatures issued by LAWtrust carries high trust.
LAWtrust supports two types of public trust digital signatures:
• Standard Digital signatures.
• Advanced Electronic signatures.
LAWtrust’s public trusted certificates is on the Adobe Approved Trust List (AATL). Adobe Reader automatically
recognises documents signed
documents signed by LAWtrust’s SigningHub solution.
To find out more about the different types of signatures and which one is right for your organisation, please contact
LAWtrust for more information: info@lawtrust.co.za.

3.2.4 PROCESS FLOW
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At a high level, the sample code will perform the following steps:
1. Prepare the workflow.
2. Share the document.
3. SigningHub sends an email notification to Signer.
4. The Signer logs into SigningHub and signs the document.
5. Third-party application checks the document status.
6. Third-party downloads signed document.
7. Third-party downloads the Workflow Evidence report.
8. Deletes the document.

3.2.5 REQUESTS
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To share a document with a Signer, use the following requests. The digital signing process will be completely
automated.
3.2.5.1 STEP 1 – AUTHENTICATE

Overview
Authenticate to SigningHub.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1010.htm

Description
Authenticate to SigningHub, to start transacting with SigningHub.
LAWtrust will supply the required authentication parameters.
Contact LAWtrust to get access to the testing environment.

Parameters
The scope parameter tells the system who the Document Owner is. Use the email address of the
Document Owner to identify the owner.

If the scope parameter is not set, the integration account will be the Document Owner.

Take note of the access_token returned by the server. The access_token is needed in subsequent
requests.
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3.2.5.2 STEP 2 – ADD PACKAGE

Overview
Create a package to upload documents to.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1020.htm

Description
The first step to creating a workflow on SigningHub is to create a package. This step tells the
system what the name of the pack is that you want to create.

A package can contain one or more documents.

Parameters
The access_token is obtained during Step 1 - Authenticate.

Take note of the package_id returned by the server. The package_id will be needed in the
subsequent requests.

3.2.5.3 STEP 3 – UPLOAD DOCUMENT

Overview
Upload a document to the package created in the previous step.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1022.htm

Description
Upload the document that must be digitally signed to the system.

Parameters
The access_token is obtained during Step 1 - Authenticate.

The document_id returned by the server will be needed in requests pertaining to the uploaded
document.
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3.2.5.4 STEP 4 – ADD SIGNER 1 TO THE WORKFLOW

Overview
Add a signer to the workflow.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1047.htm

Description
Add the name and email address of the person that must sign the document.

Parameters
The access_token is obtained during Step 1 - Authenticate.

The package_id is obtained during Step 2 – Create Package.

Signing_order specifies the Signer’s order to sign. The order number will be required during the
next steps. For the first Signer, set the value to 1.

Set the field email_notification to true. If the parameter value is true, SigningHub will send an
email with a link to the document to the Signer. If the Signer clicks on the document, the
document will be opened in SigningHub and displayed to the user.

If additional security is specified, the user will now have to enter a password or OTP to view the
document.

See the sample code OTP protect access to a document for an example on how to protect access
to a document.

3.2.5.5 STEP 5 – INSERT SIGNATURE BLOCK 1

Overview
Draw a signature block for signer 1 on the document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1182.htm

Description
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Add the name and email address of the first person that must sign the document.

Parameters
This request will draw a signature block on the document for the first Signer.

This request will look for the text specified in the field search_text in the document and place the
signature block on the document.

The parameter placement is used to position the signature block relative to the search_text.
The dimension parameter controls the size of the signature block.
The Order parameter corresponds to the Signer’s order in which he/she must sign. Set the value
to 1.

Field_type must be set to "DIGITAL_SIGNATURE".

3.2.5.6 STEP 6 – SHARE DOCUMENT

Overview
Share document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1025.htm

Description
This request notifies SigningHub that the workflow configuration is complete and the signing
workflow can start.

Parameters
N/A

3.2.5.7 STEP 6.1 – SIGNER SIGNS THE DOCUMENT

Overview
The signer logs into SigningHub and manually signs the document.

This is a manual step performed by the user and as such there is no requests to call.
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To programmatically sign a document, see the sample: One Signer workflow.

Online Documentation
https://manuals.ascertia.com/SigningHubv7/1164.htm

Description
The Signer manually signs the document.

Parameters
N/A

3.2.5.8 STEP 7 – GET DOCUMENT STATUS (OPTIONAL)

Overview
Set the workflow status.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1044.htm

Description
The document status request retrieves the document’s current status.

Developers can use this request to periodically retrieve a document’s status.

The document status will be ‘Pending’ until all the Signers have digitally signed the document.
After calling the document’s status will be ‘Completed’.

Parameters
N/A

3.2.5.9 STEP 8 – DOWNLOAD DOCUMENT

Overview
Download the digitally signed document.

Online Documentation
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https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1040.htm

Description
The digitally signed document is downloaded as a base64 string.

To download the signed document in a binary format, see this API request.

Parameters
Provide the package_id of the signed document to download.

3.2.5.10

STEP 9 – DOWNLOAD WORKFLOW EVIDENCE REPORT (OPTIONAL)

Overview
Download the forensic Workflow Evidence Report document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1045.htm

Description
A forensic report (Workflow completion report) can be downloaded optionally.

The forensic report contains an audit trail of all the actions that happened during the signing
workflow.

The forensic report has been digitally signed to proof that the audit trail has not been tampered
should a dispute arise later on.

Parameters
Provide the package_id of the forensic report to download.

3.2.5.11

STEP 10 – DELETE DOCUMENT

Overview
Delete the specified document (and containing package).

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1038.htm
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Description
Finally, the signed document is deleted of SigningHub to free space on the SigningHub Enterprise.

Parameters
Provide the package_id of the signed document to delete.
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3.3 SIMPLE WORKFLOW (WITH TEMPLATE)
3.3.1 OVERVIEW
For the sample workflow, a PDF document will be sent to SigningHub for manual signing. The signature block will be
placed with the help of a pre-configured template.
The API will be used to send the document to SigningHub and configure the workflow and apply the template. The
Signer will then sign the document by logging into SigningHub and manually signing the document with an electronic
signature.
For a discussion on the difference between electronic signatures and digital signatures see the LAWtrust article.

3.3.2 PREREQUISITES
The template must have been created and exist on SigningHub before this sample can be used.
To create a template see the SigningHub online documentation:
https://manuals.ascertia.com/SigningHubv7/default.aspx#pageid=1145
For electronic signatures there are no prerequisites for the user to be enrolled on SigningHub.

3.3.3 USE CASE
SigningHub templates helps developers and administrators to manage workflows and documents that are signed of
frequently.
Sign off processes like claims forms, leave applications, request for resources, indemnity forms, Terms and
Agreement can easily be signed with SigningHub templates.

3.3.4 PROCESS FLOW

At a high level, the sample code will perform the following steps:
1. Prepare the workflow by applying a template.
2. Share the document.
3. SigningHub sends email notification to Signer.
4. Signers logs into SigningHub and signs the document.
5. Third-party downloads signed document.
6. Third-party downloads the forensic Workflow Evidence report.
7. Deletes the document.

3.3.5 REQUESTS
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The following requests must be called to share a document with one Signer. The digital signing process will be
completely automated.
3.3.5.1 STEP 1 – AUTHENTICATE

Overview
Authenticate to SigningHub.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1010.htm

Description
Authenticate to SigningHub, to start transacting with SigningHub.
LAWtrust will supply the required authentication parameters.
Contact LAWtrust to get access to the testing environment.

Parameters
The scope parameter tells the system who the Document Owner is. Use the email address of the
Document Owner to identify the owner.

If the scope parameter is not set, the integration account will be the Document Owner.

Take note of the access_token returned by the server. The access_token is needed in subsequent
requests.
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3.3.5.2 STEP 2 – ADD PACKAGE

Overview
Create a package to upload documents to.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1020.htm

Description
The first step to creating a workflow on SigningHub is to create a package. This step tells the
system what the name of the pack is that you want to create.

A package can contain one or more documents.

Parameters
The access_token is obtained during Step 1 - Authenticate.

Take note of the package_id returned by the server. The package_id will be needed in the
subsequent requests.

3.3.5.3 STEP 3 – UPLOAD DOCUMENT

Overview
Upload a document to the package created in the previous step.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1022.htm

Description
Upload the document that must be digitally signed to the system.

Parameters
The access_token is obtained during Step 1 - Authenticate.

The document_id returned by the server will be needed in requests pertaining to the uploaded
document.

ALTRON SECURITY WORD TEMPLATE | v0.1
asec.info@altron.com

Page 27 of 120
+27 (0)12 676 9240

www.altronsecurity.com

SIGNINGHUB SAMPLE CODE

3.3.5.4 STEP 4 – APPLY TEMPLATE

Overview
Apply the template to the workflow.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1024.htm

Description
This request will apply the template to the document. The template will specify where the
signature block will be placed on the document.

The template must exist on SigningHub. To create a template, see the online documentation:
https://manuals.ascertia.com/SigningHubv7/default.aspx#pageid=1145

Parameters
The access_token is obtained during Step 1 - Authenticate.

The package_id is obtained during Step 2 – Create Package.

The field template_name specifies the name of the template to apply.

The field apply_to_all is a Boolean field. If true, SigningHub will apply the template to all the
documents in the package that must be signed. If false, the template will only be applied to the
document specified in the field document_id.

3.3.5.5 STEP 5 – UPDATE WORKFLOW USER

Overview
Add a signer to the workflow.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1047.htm

Description
Add the name and email address of the person that must sign the document.
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Parameters
The access_token is obtained during Step 1 - Authenticate.

The package_id is obtained during Step 2 – Create Package.

Set the field email_notification to true. This field will tell SigningHub to send an email notification
with a link to the document to be signed to the Signer.

3.3.5.6 STEP 6 – SHARE DOCUMENT

Overview
Share document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1025.htm

Description
This request notifies SigningHub that the workflow configuration is complete and the signing
workflow can start.

Parameters
N/A

3.3.5.7 STEP 6.1 – SIGNER SIGNS THE DOCUMENT

Overview
For this step no request is sent to SigningHub via the API. The signer logs into SigningHub and
manually signs the document.

This is a manual step performed by the user and as such there is no requests to call.

To programmatically sign a document, see the sample: One Signer workflow.

Online Documentation
https://manuals.ascertia.com/SigningHubv7/1164.htm

Description
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The Signer manually signs the document.

Parameters
N/A

3.3.5.8 STEP 7 – GET DOCUMENT STATUS (OPTIONAL)

Overview
Get the workflow status.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1044.htm

Description
The document status request retrieves the document’s current status.

Developers can use this request to periodically retrieve a document’s status.

The document status will be ‘Pending’ until all the Signers have digitally signed the document.
After calling the document’s status will be ‘Completed’.

Parameters
N/A

3.3.5.9 STEP 8 – DOWNLOAD DOCUMENT

Overview
Download the digitally signed document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1040.htm

Description
The digitally signed document is downloaded as a base64 string.

To download the signed document in a binary format, see this API request.
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Parameters
Provide the package_id of the signed document to download.

3.3.5.10

STEP 9 – DOWNLOAD WORKFLOW EVIDENCE REPORT (OPTIONAL)

Overview
Download the Forensic Workflow Evidence Report document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1045.htm

Description
A forensic report (Workflow completion report) can be downloaded optionally.

The forensic report contains an audit trail of all the actions that happened during the signing
workflow.

The forensic report has been digitally signed to proof that the audit trail has not been tampered
should a dispute arise later on.

Parameters
Provide the package_id of the forensic report to download.

3.3.5.11

STEP 10 – DELETE DOCUMENT

Overview
Delete the specified document (and containing package).

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1038.htm

Description
Finally, the signed document is deleted of SigningHub to free space on the SigningHub Enterprise.

Parameters
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Provide the package_id of the signed document to delete.
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3.4 ONE SIGNER WORKFLOW
3.4.1 OVERVIEW
This sample code will show the developer how to upload and share a document for a Signer to sign.
For this sample, the Signer will not use the SigningHub interface to sign but the signing will be automated
programmatically through the API.

3.4.2 USE CASE
Use this code to get a contract digitally signed by a legal representative of the organisation before sending the
signed contract to a third-party.
For this sample it is assumed that the document to be digitally signed was generated by a third-party document
management system and then pushed to SigningHub. After the signature has been collected, the signed document is
returned to the third-party document management system.
This use case can also be used by a procurement office, human resources, etc. to sign documents by a company
representative.
To enhance security and provide a high trust signature use a LAWtrust Advanced Electronic signature.

3.4.3 PROCESS FLOW

At a high level, the sample code will perform the following steps:
1. Prepare the workflow.
2. Share the document.
3. Let Signer 1 sign the document.
4. Download the signed document.
5. Download the Workflow Evidence report.
6. Delete the document.

3.4.4 REQUESTS
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The following requests must be called to share a document with one Signer. The digital signing process will be
completely automated.
3.4.4.1 STEP 1 – AUTHENTICATE

Overview
Authenticate to SigningHub.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1010.htm

Description
Authenticate to SigningHub, to start transacting with SigningHub.
LAWtrust will supply the required authentication parameters.
Contact LAWtrust to get access to the testing environment.

Parameters
The scope parameter tells the system who the Document Owner is. Use the email address of the
Document Owner to identify the owner.

If the scope parameter is not set, the integration account will be the Document Owner.

Take note of the access_token returned by the server. The access_token is needed in subsequent
requests.
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3.4.4.2 STEP 2 – ADD PACKAGE

Overview
Create a package to upload documents to.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1020.htm

Description
The first step to creating a workflow on SigningHub is to create a package. This step tells the
system what the name of the pack is that you want to create.

A package can contain one or more documents.

Parameters
The access_token is obtained during Step 1 - Authenticate.

Take note of the package_id returned by the server. The package_id will be needed in the
subsequent requests.

3.4.4.3 STEP 3 – UPLOAD DOCUMENT

Overview
Upload a document to the package created in the previous step.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1022.htm

Description
Upload the document that must be digitally signed to the system.

Parameters
The access_token is obtained during Step 1 - Authenticate.

The document_id returned by the server will be needed in requests pertaining to the uploaded
document.
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3.4.4.4 STEP 4 – ADD SIGNER 1 TO THE WORKFLOW

Overview
Add a signer to the workflow.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1047.htm

Description
Add the name and email address of the person that must sign the document.

Parameters
The access_token is obtained during Step 1 - Authenticate.

The package_id is obtained during Step 2 – Create Package.

Signing_order specifies the Signer’s order to sign. The order number will be required during the
next steps. For the first Signer, set the value to 1.

Set the field email_notification to true. If the parameter value is true, SigningHub will send an
email with a link to the document to the Signer. If the Signer clicks on the document, the
document will be opened in SigningHub and displayed to the user.

If additional security is specified, the user will now have to enter a password or OTP to view the
document.

See the sample code OTP protect access to a document for an example on how to protect access
to a document.

3.4.4.5 STEP 5 – INSERT SIGNATURE BLOCK 1

Overview
Draw a signature block for signer 1 on the document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1182.htm

Description
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Add the name and email address of the first person that must sign the document.

Parameters
This request will draw a signature block on the document for the first Signer.

This request will look for the text specified in the field search_text in the document and place the
signature block on the document.

The parameter placement is used to position the signature block relative to the search_text.
The dimension parameter controls the size of the signature block.
The Order parameter corresponds to the Signer’s order in which he/she must sign. Set the value
to 1.

Set Field_type to “ELECTRONIC_SIGNATURE”.

Take note of the field field_name returned from the server. The field name will be needed for
Step 8 – Sign Signer 1.

3.4.4.6 STEP 6 – SHARE DOCUMENT

Overview
Share document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1025.htm

Description
This request notifies SigningHub that the workflow configuration is complete and the signing
workflow can start.

Parameters
N/A

3.4.4.7 STEP 7 – AUTHENTICATE SIGNER 1

Overview
Authenticate Signer 1 to SigningHub.
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Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1010.htm

Description
For Signer 1 to sign the document, they must first by authenticated to SigningHub.

Parameters
Use the signer’s email address in the username field and the signer’s password in the password
field.

The access_token will be required during the next Step 8 - Sign Signer 1.

3.4.4.8 STEP 8 – SIGN SIGNER 1

Overview
Sign the document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1087.htm

Description
Signer 1 signs the document in the signature block that was drawn on the document during Step 5
– Insert signature block.

Parameters
For a full discussion of all the parameters in this call, please see the online documentation.

Use the access_token that was created during Step 7 – Authenticate signer 1.

Use the value from field_name that was created during Step 5 – Insert signature block.

Hand_signature_image: The image passed through in this field will be placed on the document in
the field that is specified in the field_name. The image must be a base64 string.

User_name: The email address of the Signer.

User_password: The password of the Signer.
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The values for username and password must the same as the ones used during Step 7 –
Authenticate signer 1.

3.4.4.9 STEP 9 – FINISH WORKFLOW

Overview
Set the workflow status.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1132.htm

Description
This request will tell the system to move the workflow’s status forward. If the last Signer has
digitally signed the document, the status will be set to ‘Completed’.

Parameters
N/A

3.4.4.10

STEP 10 – GET DOCUMENT STATUS (OPTIONAL)

Overview
Get the workflow status.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1044.htm

Description
The document status request retrieves the document’s current status.

Developers can use this request to periodically retrieve a document’s status.

The document status will be ‘Pending’ until all the Signers have digitally signed the document.
After calling the document’s status will be ‘Completed’.

Parameters
N/A
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3.4.4.11

STEP 11 – DOWNLOAD DOCUMENT

Overview
Download the digitally signed document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1040.htm

Description
The digitally signed document is downloaded as a base64 string.

To download the signed document in a binary format, see this API request.

Parameters
Provide the package_id of the signed document to download.

3.4.4.12

STEP 12 – DOWNLOAD WORKFLOW EVIDENCE REPORT (OPTIONAL)

Overview
Download the Forensic Report document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1045.htm

Description
A forensic report (Workflow Evidence report) can be downloaded optionally.

The forensic report contains an audit trail of all the actions that happened during the signing
workflow.

The forensic report has been digitally signed to proof that the audit trail has not been tampered
should a dispute arise later on.

Parameters
Provide the package_id of the forensic report to download.
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3.4.4.13

STEP 13 – DELETE DOCUMENT

Overview
Delete the specified document (and containing package).

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1038.htm

Description
Finally, the signed document is deleted of SigningHub to free space on the SigningHub Enterprise.

Parameters
Provide the package_id of the signed document to delete.
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3.5 TWO SIGNER WORKFLOW
3.5.1 OVERVIEW
This sample code will show the developer how to upload and share a document for two users to sign.
For this sample, both users will not use the SigningHub interface to sign but will sign their document
programmatically.

3.5.2 USE CASE
This workflow is ideal for a procure department that requires a contract signed by the user requesting a service and
a procurement officer before the contract is sent to a vendor.
The signing process can be integrated into Procurement Management software like Fraxion, SnapAP or any other
Procurement Software with integration capabilities.

3.5.3 PROCESS FLOW

At a high level, the sample code will perform the following steps:
1. Prepare the workflow.
2. Share the document.
3. Let Signer 1 sign the document.
4. Let Signer 2 sign the document
5. Download the signed document.
6. Download the Workflow Evidence report.
7. Delete the document.

3.5.4 REQUESTS
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The following requests must be called to share a document with two users. The digital signing process will be
completely automated.
3.5.4.1 STEP 1 – AUTHENTICATE

Overview
Authenticate to SigningHub.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1010.htm

Description
Authenticate to SigningHub, to start transacting with SigningHub.
LAWtrust will supply the required authentication parameters.
Contact LAWtrust to get access to the testing environment.

Parameters
The scope parameter tells the system who the Document Owner is. Use the email address of the
Document Owner to identify the owner.

If the scope parameter is not set, the integration account will be the Document Owner.

Take note of the access_token returned by the server. The access_token is needed in subsequent
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requests.

3.5.4.2 STEP 2 – ADD PACKAGE

Overview
Create a package to upload documents to.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1020.htm

Description
The first step to creating a workflow on SigningHub is to create a package. This step tells the
system what the name of the pack is that you want to create.

A package can contain one or more documents.

Parameters
The access_token is obtained during Step 1 - Authenticate.

Take note of the package_id returned by the server. The package_id will be needed in the
subsequent requests.

3.5.4.3 STEP 3 – UPLOAD DOCUMENT

Overview
Upload a document to the package created in the previous step.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1022.htm

Description
Upload the document that must be digitally signed to the system.

Parameters
The access_token is obtained during Step 1 - Authenticate.

The document_id returned by the server will be needed in requests pertaining to the uploaded
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document.
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3.5.4.4 STEP 4 – ADD SIGNER 1 TO THE WORKFLOW

Overview
Add a signer to the workflow.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1047.htm

Description
Add the name and email address of the first person that must sign the document.

Parameters
The access_token is obtained during Step 1 - Authenticate.

The package_id is obtained during Step 2 – Create Package.

Signing_order specifies the Signer’s order to sign. The order number will be required during the
next steps. For the first Signer, set the value to 1.

Set the field email_notification to true. If the parameter value is true, SigningHub will send an
email with a link to the document to the Signer. If the Signer clicks on the document, the
document will be opened in SigningHub and displayed to the user.

If additional security is specified, the user will now have to enter a password or OTP to view the
document.

See the sample code OTP protect access to a document for an example on how to protect access
to a document.

3.5.4.5 STEP 5 – ADD SIGNER 2 TO THE WORKFLOW

Overview
Add a signer to the workflow.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1047.htm

Description
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Add the name and email address of the second person that must sign the document.

Parameters
The access_token is obtained during Step 1 - Authenticate.

The package_id is obtained during Step 2 – Create Package.

Signing_order specifies the Signer’s order to sign. The order number will be required in the
following steps. For the second signer, set the value to 2.

Set the field email_notification to false. Prevent SigningHub from sending a notification email to
the user that they have a document to digitally sign.

3.5.4.6 STEP 6 – INSERT SIGNATURE BLOCK 1

Overview
Draw a signature block for signer 1 on the document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1182.htm

Description
Add the name and email address of the first person that must sign the document.

Parameters
This request will draw a signature block on the document for the first Signer.

This request will look for the text specified in the field search_text in the document and place the
signature block on the document.

The parameter placement is used to position the signature block relative to the search_text.
The dimension parameter controls the size of the signature block.
The Order parameter corresponds to the Signer’s order in which he/she must sign. Set the value
to 1.

Set Field_type to “ELECTRONIC_SIGNATURE”.
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Take note of the field field_name returned from the server. The field name will be needed for
Step 10 – Sign Signer 1.

3.5.4.7 STEP 7 – INSERT SIGNATURE BLOCK 2

Overview
Draw a signature block for signer 2 on the document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1182.htm

Description
Add the name and email address of the second person that must sign the document.

Parameters
This request will draw a signature block on the document for the first Signer.

This request will look for the text specified in the field search_text in the document and place the
signature block on the document.

The parameter placement is used to position the signature block relative to the search_text.
The dimension parameter controls the size of the signature block.
The Order parameter corresponds to the Signer’s order in which he/she must sign. Set the value
to 2.

Set Field_type to “ELECTRONIC_SIGNATURE”.

Take note of the field field_name returned from the server. The field name will be needed for
Step 13 – Sign Signer 2.

3.5.4.8 STEP 8 – SHARE DOCUMENT

Overview
Share document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1025.htm
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Description
This request notifies SigningHub that the workflow configuration is complete and processing can
start.

Parameters
N/A

3.5.4.9 STEP 9 – AUTHENTICATE SIGNER 1

Overview
Authenticate Signer 1 to SigningHub.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1010.htm

Description
For Signer 1 to sign the document, they must first by authenticated to SigningHub.

Parameters
Use the signer’s email address in the username field and the signer’s password in the password
field.

The access_token will be required during the next Step 10 - Sign Signer 1.

3.5.4.10

STEP 10 – SIGN SIGNER 1

Overview
Sign the document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1087.htm

Description
Signer 1 signs the document in the signature block that was drawn on the document during Step 6
– Insert signature block.
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Parameters
For a full discussion of all the parameters in this call, please see the online documentation.

Use the access_token that was created during Step 7 – Authenticate signer 1.

Use the value from field_name that was created during Step 5 – Insert signature block.

Hand_signature_image: The image passed through in this field will be placed on the document in
the field that is specified in the field_name. The image must be a base64 string.

User_name: The email address of the Signer.

User_password: The password of the Signer.

The values for username and password must the same as the ones used during Step 7 –
Authenticate signer 1.

3.5.4.11

STEP 11 – MOVE WORKFLOW

Overview
Set the workflow status.

Online Documentation
https://manuals.ascertia.com/SigningHub-apiguide/default.aspx#pageid=1132.

Description
This request tells the system to move the workflow forward to Signer 2.

Parameters
N/A

3.5.4.12

STEP 12 – AUTHENTICATE SIGNER 2

Overview
Authenticate Signer 2 to SigningHub.

Online Documentation
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https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1010.htm

Description
For Signer 2 to sign the document, they must first by authenticated to SigningHub.

Parameters
Use the signer’s email address in the username field and the signer’s password in the password
field.

The access_token will be required during the next Step 13 - Sign Signer 2.

3.5.4.13

STEP 13 – SIGN SIGNER 2

Overview
Sign the document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1087.htm

Description
Signer 2 signs the document in the signature block that was drawn on the document during Step 7
– Insert signature block.

Parameters
For a full discussion of all the parameters in this call, please see the online documentation.

Use the access_token that was created during Step 7 – Authenticate signer 1.

Use the value from field_name that was created during Step 5 – Insert signature block.

Hand_signature_image: The image passed through in this field will be placed on the document in
the field that is specified in the field_name. The image must be a base64 string.

User_name: The email address of the Signer.

User_password: The password of the Signer.

The values for username and password must the same as the ones used during Step 7 –
ALTRON SECURITY WORD TEMPLATE | v0.1
asec.info@altron.com

Page 52 of 120
+27 (0)12 676 9240

www.altronsecurity.com

SIGNINGHUB SAMPLE CODE
Authenticate signer 1.

3.5.4.14

STEP 14 – FINISH WORKFLOW

Overview
Set the workflow status.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1132.htm

Description
This request will tell the system to move the workflow’s status forward. If the last Signer has
digitally signed the document, the status will be set to ‘Completed’.

Parameters
N/A

3.5.4.15

STEP 15 – GET DOCUMENT STATUS (OPTIONAL)

Overview
Get the workflow status.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1044.htm

Description
The document status request retrieves the document’s current status.

Developers can use this request to periodically retrieve a document’s status.

The document status will be ‘Pending’ until all the Signers have digitally signed the document.
After calling the document’s status will be ‘Completed’.

Parameters
N/A
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3.5.4.16

STEP 16 – DOWNLOAD DOCUMENT

Overview
Download the digitally signed document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1040.htm

Description
The digitally signed document is downloaded as a base64 string.

To download the signed document in a binary format, see this API request.

Parameters
Provide the package_id of the signed document to download.

3.5.4.17

STEP 17 – DOWNLOAD WORKFLOW EVIDENCE REPORT (OPTIONAL)

Overview
Download the Forensic Report document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1045.htm

Description
A forensic Workflow Evidence report can be downloaded optionally.

The forensic report contains an audit trail of all the actions that happened during the signing
workflow.

The forensic report has been digitally signed to proof that the audit trail has not been tampered
should a dispute arise later on.

Parameters
Provide the package_id of the forensic report to download.

3.5.4.18

STEP 18 – DELETE DOCUMENT
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Overview
Delete the specified document (and containing package).

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1038.htm

Description
Finally, the signed document is deleted of SigningHub to free space on the SigningHub Enterprise.

Parameters
Provide the package_id of the signed document to delete.
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3.6 OTP PROTECT ACCESS TO A DOCUMENT
3.6.1 OVERVIEW
This sample is similar to the Password protect access to a document workflow, except, in this sample the Signer will
be requested to open the document with a One-Time-Pin sent to their mobile phones.

3.6.2 PREREQUISITES
For electronic signatures there are no prerequisites for the Signer to register on SigningHub.
The Signer’s mobile phone number must be known.

3.6.3 USE CASE
SigningHub allows developers to protect access to documents with a password. The Signer will be prompted to enter
the password to view the document. The password must however be shared securely with the Signer. If a secure
sharing mechanism is not available, a One-Time-Pin can be used to protect access to the document.

3.6.4 PROCESS FLOW

At a high level, the sample code will perform the following steps:
1. Prepare the workflow.
1.1 Configure OTP protection.
2. Share the document.
3. SigningHub sends email notification to Signer.
4. SigningHub prompts the Signer to enter an OTP that was sent to his / her mobile phone.
5. If the OTP is correct, SigningHub will display the document to the Signer who then has the opportunity to
electronically sign the document.

3.4.1 REQUESTS
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The following requests must be called to protect document access with an OTP and then share the document with
the Signer.
3.6.4.1 STEP 1 – AUTHENTICATE

Overview
Authenticate to SigningHub.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1010.htm

Description
Authenticate to SigningHub, to start transacting with SigningHub.
LAWtrust will supply the required authentication parameters.
Contact LAWtrust to get access to the testing environment.

Parameters
The scope parameter tells the system who the Document Owner is. Use the email address of the
Document Owner to identify the owner.

If the scope parameter is not set, the integration account will be the Document Owner.

Take note of the access_token returned by the server. The access_token is needed in subsequent
requests.

3.6.4.2 STEP 2 – ADD PACKAGE

Overview
Create a package to upload documents to.

Online Documentation
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https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1020.htm

Description
The first step to creating a workflow on SigningHub is to create a package. This step tells the
system what the name of the package is that you want to create.

A package can contain one or more documents.

Parameters
The access_token is obtained during Step 1 - Authenticate.

Take note of the package_id returned by the server. The package_id will be needed in the
subsequent requests.

3.6.4.3 STEP 3 – UPLOAD DOCUMENT

Overview
Upload a document to the package created in the previous step.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1022.htm

Description
Upload the document that must be digitally signed to the system.

Parameters
The access_token is obtained during Step 1 - Authenticate.

The document_id returned by the server will be needed in requests pertaining to the uploaded
document.

3.6.4.4 STEP 4 – ADD SIGNER 1 TO THE WORKFLOW

Overview
Add a signer to the workflow.

Online Documentation
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https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1047.htm

Description
Add the name and email address of the person that must sign the document.

Parameters
The access_token is obtained during Step 1 - Authenticate.

The access_token is obtained during Step 1 - Authenticate.

The package_id is obtained during Step 2 – Create Package.

Signing_order specifies the Signer’s order to sign. The order number will be required during the
next steps. For the first Signer, set the value to 1.

Set the field email_notification to true. If the parameter value is true, SigningHub will send an
email with a link to the document to the Signer. If the Signer clicks on the document, the
document will be opened in SigningHub and displayed to the user.

If additional security is specified, the user will now have to enter a password or OTP to view the
document.

See the sample code OTP protect access to a document for an example on how to protect access
to a document.

3.6.4.5 STEP 5 – INSERT SIGNATURE BLOCK 1

Overview
Draw a signature block for signer 1 on the document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1182.htm

Description
Add the name and email address of the first person that must sign the document.

Parameters
This request will draw a signature block on the document for the first Signer.
ALTRON SECURITY WORD TEMPLATE | v0.1
asec.info@altron.com

Page 59 of 120
+27 (0)12 676 9240

www.altronsecurity.com

SIGNINGHUB SAMPLE CODE

This request will look for the text specified in the field search_text in the document and place the
signature block on the document.

The parameter placement is used to position the signature block relative to the search_text.
The dimension parameter controls the size of the signature block.
The Order parameter corresponds to the Signer’s order in which he/she must sign. Set the value
to 1.

Set Field_type to “ELECTRONIC_SIGNATURE”.

3.6.4.6 STEP 6 – OTP PROTECT THE DOCUMENT

Overview
Configure an OTP to protect access to the document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1058.htm

Description
Configure an OTP to protect access to the document. The Signer will have to enter the OTP that
was sent to his / her mobile phone to be able to view the document in SigningHub.

Parameters
The access_token is obtained during Step 1 - Authenticate.

The package_id is obtained during Step 2 – Create Package.

The order must correlate to the Signer’s signing order.

Apply_to_all: Set this value to false.

Authentication -> enabled must be set to true for the password to be applied.

Authentication -> password -> enabled must be set to false.

Authentication -> password -> user_password: Leave this value empty.
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Authentication -> sms_otp -> enabled: must be set to true.

Authentication -> sms_otp -> mobile_number: The number of the mobile phone the OTP must be
sent to. Please note: the phone number must be in international format. For example,
“00445566778899”

The values for the other enabled parameters can be set to false.

3.6.4.7 STEP 7 – SHARE DOCUMENT

Overview
Share document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1025.htm

Description
This request notifies SigningHub that the workflow configuration is complete and the signing
workflow can start.

Parameters
N/A

After calling the Share request SigningHub will send an email to the Signer with a link to the document to be signed.
The Signer will be prompted for the OTP configured in Step 6 before they can view the document.
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3.7 RETRIEVE WORKFLOW STATUS
3.7.1 OVERVIEW
This sample code will show the developer how to retrieve a certain document’s status or history in XML format from
SigningHub.

3.7.2 USE CASE
Procurement processes can be complicated processes that requires sign off from multiple parties.
In order to analyse their process and discover where bottlenecks are, third-party applications can retrieve a
document’s workflow history to analyse the document’s timeline.
Information like when the document was shared for the first time and the time and date when each Signer signed
can be found in the workflow history.

3.7.3 PROCESS FLOW

At a high level, the sample code will perform the following steps:
1. Prepare the workflow.
2. Share the document.
3. Let Signer 1 sign the document.
4. Retrieve workflow history.

3.7.4 REQUESTS
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The following requests will create a new workflow on SigningHub, let the Signer sign the document through the API
and then download the workflow history.
3.7.4.1 STEP 1 – AUTHENTICATE OWNER

Overview
Authenticate to SigningHub.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1010.htm

Description
Authenticate to SigningHub, to start transacting with SigningHub.
LAWtrust will supply the required authentication parameters.
Contact LAWtrust to get access to the testing environment.

Parameters
The scope parameter tells the system who the Document Owner is. Use the email address of the
Document Owner to identify the owner.

If the scope parameter is not set, the integration account will be the Document Owner.

Take note of the access_token returned by the server. The access_token is needed in subsequent
requests.
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3.7.4.2 STEP 2 – ADD PACKAGE

Overview
Create a package to upload documents to.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1020.htm

Description
The first step to creating a workflow on SigningHub is to create a package. This step tells the
system what the name of the pack is that you want to create.

A package can contain one or more documents.

Parameters
The access_token is obtained during Step 1 - Authenticate.

Take note of the package_id returned by the server. The package_id will be needed in the
subsequent requests.

3.7.4.3 STEP 3 – UPLOAD DOCUMENT

Overview
Upload a document to the package created in the previous step.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1022.htm

Description
Upload the document that must be digitally signed to the system.

Parameters
The access_token is obtained during Step 1 - Authenticate.

The document_id returned by the server will be needed in requests pertaining to the uploaded
document.
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3.7.4.4 STEP 4 – ADD SIGNER 1 TO THE WORKFLOW

Overview
Add a signer to the workflow.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1047.htm

Description
Add the name and email address of the person that must sign the document.

Parameters
The access_token is obtained during Step 1 - Authenticate.

The package_id is obtained during Step 2 – Create Package.

Signing_order specifies the Signer’s order to sign. The order number will be required during the
next steps. For the first Signer, set the value to 1.

Set the field email_notification to true. If the parameter value is true, SigningHub will send an
email with a link to the document to the Signer. If the Signer clicks on the document, the
document will be opened in SigningHub and displayed to the user.

If additional security is specified, the user will now have to enter a password or OTP to view the
document.

See the sample code OTP protect access to a document for an example on how to protect access
to a document.

3.7.4.5 STEP 5 – INSERT SIGNATURE BLOCK 1

Overview
Draw a signature block for signer 1 on the document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1182.htm

Description
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Add the name and email address of the first person that must sign the document.

Parameters
This request will draw a signature block on the document for the first Signer.

This request will look for the text specified in the field search_text in the document and place the
signature block on the document.

The parameter placement is used to position the signature block relative to the search_text.
The dimension parameter controls the size of the signature block.
The Order parameter corresponds to the Signer’s order in which he/she must sign. Set the value
to 1.

Set Field_type to “ELECTRONIC_SIGNATURE”.

Take note of the field field_name returned from the server. The field name will be needed for
Step 8 – Sign Signer 1.
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3.7.4.6 STEP 6 – SHARE DOCUMENT

Overview
Share document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1025.htm

Description
This request notifies SigningHub that the workflow configuration is complete and the signing
workflow can start.

Parameters
N/A

3.7.4.7 STEP 7 – AUTHENTICATE SIGNER 1

Overview
Authenticate Signer 1 to SigningHub.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1010.htm

Description
For Signer 1 to sign the document, they must first by authenticated to SigningHub.

Parameters
Use the signer’s email address in the username field and the signer’s password in the password
field.

The access_token will be required during the next Step 8 - Sign Signer 1.

3.7.4.8 STEP 8 – SIGN SIGNER 1

Overview
Sign the document.
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Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1087.htm

Description
Signer 1 signs the document in the signature block that was drawn on the document during Step 5
– Insert signature block.

Parameters
For a full discussion of all the parameters in this call, please see the online documentation.

Use the access_token that was created during Step 7 – Authenticate signer 1.

Use the value from field_name that was created during Step 5 – Insert signature block.

Hand_signature_image: The image passed through in this field will be placed on the document in
the field that is specified in the field_name. The image must be a base64 string.

User_name: The email address of the Signer.

User_password: The password of the Signer.

The values for username and password must the same as the ones used during Step 7 –
Authenticate signer 1.

3.7.4.9 STEP 9 – FINISH WORKFLOW

Overview
Set the workflow status.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1132.htm

Description
This request will tell the system to move the workflow’s status forward. If the last Signer has
digitally signed the document, the status will be set to ‘Completed’.

Parameters
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N/A

3.7.4.10

STEP 10 – AUTHENTICATE INTEGRATION ACCOUNT

Overview
Authenticate the Integration Account so that the Document Owner can retrieve the history.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1010.htm

Description
Authenticate to SigningHub, to retrieve the workflow history.
Use the Integration Account’s credentials to log in.

Parameters
Take note of the access_token returned by the server. The access_token will be needed in
subsequent requests.

3.7.4.11

STEP 11 – RETRIEVE WORKFLOW STATUS / HISTORY

Overview
Retrieve the workflow status / history.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1044.htm

Description
The document workflow history details retrieve the workflow’s status / history.

Developers can use this request to periodically retrieve a document’s status.

The document status will be ‘Pending’ until all the Signers have digitally signed the document.
After calling the document’s status will be ‘Completed’.

The action_type field can be used to determined which actions were signing actions and the field
date_time can be used to determine when the signing took place.
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Parameters
N/A
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3.8 DOWNLOAD WORKFLOW EVIDENCE REPORT
3.8.1 OVERVIEW
This sample code will show the developer how to download the Workflow Evidence report for a certain workflow.
The Workflow Evidence report is a digitally signed PDF documents that contains details on the workflow, the Signers
and an audit trail of the signing workflow. The Workflow Completion report can be used to help resolve disputes
outside of SigningHub.

3.8.2 USE CASE
Organisations that sign high value documents can incur losses should a digitally signed document be disputed after
the signing workflow has completed.
Workflow Completion reports can be downloaded after the signing workflow has been completed to be stored with
the signed document should a dispute arise.

3.8.3 PROCESS FLOW

At a high level, the sample code will perform the following steps:
1. Prepare the workflow.
2. Share the document.
3. Let Signer 1 sign the document.
4. Download the Workflow Evidence report.

3.4.2 REQUESTS
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The following requests must be called to share a document with one Signer. The digital signing process will be
completely automated.
3.8.3.1 STEP 1 – AUTHENTICATE DOCUMENT OWNER

Overview
Authenticate to SigningHub.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1010.htm

Description
Authenticate to SigningHub, to start transacting with SigningHub.
LAWtrust will supply the required authentication parameters.
Contact LAWtrust to get access to the testing environment.

Parameters
The scope parameter tells the system who the Document Owner is. Use the email address of the
Document Owner to identify the owner.

If the scope parameter is not set, the integration account will be the Document Owner.

Take note of the access_token returned by the server. The access_token is needed in subsequent
requests.
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3.8.3.2 STEP 2 – ADD PACKAGE

Overview
Create a package to upload documents to.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1020.htm

Description
The first step to creating a workflow on SigningHub is to create a package. This step tells the
system what the name of the pack is that you want to create.

A package can contain one or more documents.

Parameters
The access_token is obtained during Step 1 - Authenticate.

Take note of the package_id returned by the server. The package_id will be needed in the
subsequent requests.

3.8.3.3 STEP 3 – UPLOAD DOCUMENT

Overview
Upload a document to the package created in the previous step.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1022.htm

Description
Upload the document that must be digitally signed to the system.

Parameters
The access_token is obtained during Step 1 - Authenticate.

The document_id returned by the server will be needed in requests pertaining to the uploaded
document.
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3.8.3.4 STEP 4 – ADD SIGNER 1 TO THE WORKFLOW

Overview
Add a signer to the workflow.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1047.htm

Description
Add the name and email address of the person that must sign the document.

Parameters
The access_token is obtained during Step 1 - Authenticate.

The package_id is obtained during Step 2 – Create Package.

Signing_order specifies the Signer’s order to sign. The order number will be required during the
next steps. For the first Signer, set the value to 1.

Set the field email_notification to true. If the parameter value is true, SigningHub will send an
email with a link to the document to the Signer. If the Signer clicks on the document, the
document will be opened in SigningHub and displayed to the user.

If additional security is specified, the user will now have to enter a password or OTP to view the
document.

See the sample code OTP protect access to a document for an example on how to protect access
to a document.

3.8.3.5 STEP 5 – INSERT SIGNATURE BLOCK 1

Overview
Draw a signature block for signer 1 on the document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1182.htm

Description
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Add the name and email address of the first person that must sign the document.

Parameters
This request will draw a signature block on the document for the first Signer.

This request will look for the text specified in the field search_text in the document and place the
signature block on the document.

The parameter placement is used to position the signature block relative to the search_text.
The dimension parameter controls the size of the signature block.
The Order parameter corresponds to the Signer’s order in which he/she must sign. Set the value
to 1.

Set Field_type to “ELECTRONIC_SIGNATURE”.

Take note of the field field_name returned from the server. The field name will be needed for
Step 8 – Sign Signer 1.
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3.8.3.6 STEP 6 – SHARE DOCUMENT

Overview
Share document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1025.htm

Description
This request notifies SigningHub that the workflow configuration is complete and the signing
workflow can start.

Parameters
N/A

3.8.3.7 STEP 7 – AUTHENTICATE SIGNER 1

Overview
Authenticate Signer 1 to SigningHub.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1010.htm

Description
For Signer 1 to sign the document, they must first by authenticated to SigningHub.

Parameters
Use the signer’s email address in the username field and the signer’s password in the password
field.

The access_token will be required during the next Step 8 - Sign Signer 1.

3.8.3.8 STEP 8 – SIGN SIGNER 1

Overview
Sign the document.
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Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1087.htm

Description
Signer 1 signs the document in the signature block that was drawn on the document during Step 5
– Insert signature block.

Parameters
For a full discussion of all the parameters in this call, please see the online documentation.

Use the access_token that was created during Step 7 – Authenticate signer 1.

Use the value from field_name that was created during Step 5 – Insert signature block.

Hand_signature_image: The image passed through in this field will be placed on the document in
the field that is specified in the field_name. The image must be a base64 string.

User_name: The email address of the Signer.

User_password: The password of the Signer.

The values for username and password must the same as the ones used during Step 7 –
Authenticate signer 1.

3.8.3.9 STEP 9 – FINISH WORKFLOW

Overview
Set the workflow status.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1132.htm

Description
This request will tell the system to move the workflow’s status forward. If the last Signer has
digitally signed the document, the status will be set to ‘Completed’.

Parameters
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N/A

3.8.3.10

STEP 10 – AUTHENTICATE INTEGRATION ACCOUNT

Overview
Authenticate the Document Owner so that the Document Owner can retrieve the history.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1010.htm

Description
Authenticate to SigningHub, to retrieve the workflow history.
Use the Document Owner’s credentials to log in.

Parameters
Take note of the access_token returned by the server. The access_token will be needed in
subsequent requests.

3.8.3.11

STEP 11 – DOWNLOAD WORKFLOW EVIDENCE REPORT

Overview
Download the Forensic Workflow Evidence Report document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1045.htm

Description
The forensic Workflow Evidence report contains an audit trail of all the actions that happened
during the signing workflow.

The forensic report has been digitally signed to proof that the audit trail has not been tampered
should a dispute arise later on.

Parameters
Provide the package_id of the forensic report to download.
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3.9 SIGNINGHUB TIGHT INTEGRATION SAMPLE
3.9.1 OVERVIEW
Third-party integrators can create a seamless signing experience by embedding SigningHub’s functionality inside
their own applications.

3.9.2 USE CASE
An application, like a bespoke Customer Relationship Management application, that allows employees, vendors or
new clients to log into the platform to digitally sign their contracts, invoices, purchase orders is a good use case for
tight integration.
The Signers will use the system in an environment that they are already familiar and comfortable with.

3.9.3 PROCESS FLOW

At a high level, the sample code will perform the following steps:
1. Prepare the workflow.
2. Share the document.
3. Signer 1 logs into the third-party application.
4. The document is displayed to the Signer using the SigningHub iFrame.
5. Signers signs the document.
6. The third-party checks the status of the document.
7. If the document status is “Complete”, the signed document is downloaded.
8. The Workflow evidence report is downloaded.
9. The signed document is deleted from SigningHub.

3.9.4 REQUESTS
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The following requests must be called to share a document with one Signer. The third-party authenticates to
SigningHub and creates a workflow.
The document to be signed is displayed to the Signer using the SigningHub iFrame.
The Signer signs the document and the signed document is retrieved by the third-party application.
Optionally the Workflow evidence report can be downloaded.
During the final step, the signed document is removed from SigningHub.
3.9.4.1 STEP 1 – AUTHENTICATE

Overview
Authenticate to SigningHub.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1010.htm

Description
Authenticate to SigningHub, to start transacting with SigningHub.
LAWtrust will supply the required authentication parameters.
Contact LAWtrust to get access to the testing environment.

Parameters
The scope parameter tells the system who the Document Owner is. Use the email address of the
Document Owner to identify the owner.

If the scope parameter is not set, the integration account will be the Document Owner.
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Take note of the access_token returned by the server. The access_token is needed in subsequent
requests.

3.9.4.2 STEP 2 – ADD PACKAGE

Overview
Create a package to upload documents to.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1020.htm

Description
The first step to creating a workflow on SigningHub is to create a package. This step tells the
system what the name of the pack is that you want to create.

A package can contain one or more documents.

Parameters
The access_token is obtained during Step 1 - Authenticate.

Take note of the package_id returned by the server. The package_id will be needed in the
subsequent requests.

3.9.4.3 STEP 3 – UPLOAD DOCUMENT

Overview
Upload a document to the package created in the previous step.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1022.htm

Description
Upload the document that must be digitally signed to the system.

Parameters
The access_token is obtained during Step 1 - Authenticate.
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The document_id returned by the server will be needed in requests pertaining to the uploaded
document.

3.9.4.4 STEP 4 – ADD SIGNER 1 TO THE WORKFLOW

Overview
Add a signer to the workflow.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1047.htm

Description
Add the name and email address of the person that must sign the document.

Parameters
The access_token is obtained during Step 1 - Authenticate.

The package_id is obtained during Step 2 – Create Package.

Signing_order specifies the Signer’s order to sign. The order number will be required during the
next steps. For the first Signer, set the value to 1.

Set the field email_notification to true. If the parameter value is true, SigningHub will send an
email with a link to the document to the Signer. If the Signer clicks on the document, the
document will be opened in SigningHub and displayed to the user.

If additional security is specified, the user will now have to enter a password or OTP to view the
document.

See the sample code OTP protect access to a document for an example on how to protect access
to a document.

3.9.4.5 STEP 5 – INSERT SIGNATURE BLOCK 1

Overview
Draw a signature block for signer 1 on the document.
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Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1182.htm

Description
Add the name and email address of the first person that must sign the document.

Parameters
This request will draw a signature block on the document for the first Signer.

This request will look for the text specified in the field search_text in the document and place the
signature block on the document.

The parameter placement is used to position the signature block relative to the search_text.
The dimension parameter controls the size of the signature block.
The Order parameter corresponds to the Signer’s order in which he/she must sign. Set the value
to 1.

Set Field_type to “ELECTRONIC_SIGNATURE”.

Take note of the field field_name returned from the server. The field name will be needed for
Step 8 – Sign Signer 1.

3.9.4.6 STEP 6 – SHARE DOCUMENT

Overview
Share document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1025.htm

Description
This request notifies SigningHub that the workflow configuration is complete and the signing
workflow can start.

Parameters
N/A

ALTRON SECURITY WORD TEMPLATE | v0.1
asec.info@altron.com

Page 83 of 120
+27 (0)12 676 9240

www.altronsecurity.com

SIGNINGHUB SAMPLE CODE

3.9.4.7 STEP 7 – GENERATE LINK

Overview
Generate a link to the document that must be signed.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1004.htm

(See Step 12 - Generate Integration URL for Encrypted Data (Coding) at the bottom of the page)

Description
This step generates a link that will used during Step 8 to display the document to the Signer.

Please note – this example uses electronic signatures and as such the Signer will not be prompted
to log into SigningHub. If digital signatures are used, for security reasons, the Signer will be
prompted to log into SigningHub before they can view the document.

Parameters
The access_token will be required during the next Step 1 - Authenticate.

Package_id: The package ID of the document the Signer must sign.

user_email: the user that must sign the document’s email address. Specified during Step 4 – Add
Signer to the workflow.
callback_url: Specifiy a URL for the Signer to be redirected after signing the document.
collapse_panels: If set to true, SigningHub will automatically collapse the panels around the
document when the user opens the document for viewing.

The URL returned by the request will be need during Step 8 – Display the document with iFrame.

3.9.4.8 STEP 8 – DISPLAY THE DOCUMENT WITH IFRAME

Overview
Display document to the Signer

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1004.htm
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Description
Using the link generated during Step 7 – Generate link, the document is displayed to the Signer.

If electronic signatures are used, the Signer will not be required to log into SigningHub to view the
document.

However, if the signature type is digital, the Signer will first be prompted to log into SigningHub
before they are able to sign the document.

Parameters
Place the link in an iFrame:
<iframe id="id_sh_iframe" src="{link}" name="sh_iframe" width="100%" height="100%"/>

Link is generated during Step 7 Generate Link.

3.9.4.9 STEP 8.1 – SIGNER SIGNS DOCUMENT

Overview
For this step no request is sent to SigningHub via the API. The signer logs into SigningHub and
manually signs the document.

This is a manual step performed by the user and as such there is no requests to call.

To programmatically sign a document, see the sample: One Signer workflow.

Online Documentation
https://manuals.ascertia.com/SigningHubv7/1164.htm

Description
The Signer manually signs the document.

After the Signer clicks the Close or Finish button, SigningHub will redirect to the URL configured
during Step 7 Generate_Link in the callback_url field.

Parameters
N/A
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3.9.4.10

STEP 9 – GET DOCUMENT STATUS

Overview
Get the workflow status.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1044.htm

Description
The document status request retrieves the document’s current status.

Developers can use this request to periodically retrieve a document’s status.

The document status will be ‘Pending’ until all the Signers have digitally signed the document.
After calling the document’s status will be ‘Completed’.

Parameters
N/A

3.9.4.11

STEP 10 – DOWNLOAD DOCUMENT

Overview
Download the digitally signed document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1040.htm

Description
The digitally signed document is downloaded as a base64 string.

To download the signed document in a binary format, see this API request.

Parameters
Provide the package_id of the signed document to download.
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3.9.4.12

STEP 11 – DOWNLOAD WORKFLOW EVIDENCE REPORT (OPTIONAL)

Overview
Download the Forensic Report document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1045.htm

Description
A forensic report (Workflow Evidence report) can be downloaded optionally.

The forensic report contains an audit trail of all the actions that happened during the signing
workflow.

The forensic report has been digitally signed to proof that the audit trail has not been tampered
should a dispute arise later on.

Parameters
Provide the package_id of the forensic report to download.

3.9.4.13

STEP 12 – DELETE DOCUMENT

Overview
Delete the specified document (and containing package).

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1038.htm

Description
Finally, the signed document is deleted of SigningHub to free space on the SigningHub Enterprise.

Parameters
Provide the package_id of the signed document to delete.
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3.10 IN-PERSON SIGNING
3.10.1 OVERVIEW
In-person signing allows for a Meeting Host to log into SigningHub and let an In-Person Signer (that does not have a
SigningHub account) sign a document. The Meeting Host may or not be a signer too.
In this example a document will be uploaded to SigningHub, an electronic signature block will be placed for the
Meeting Host and an In-Person signature block will be placed on the document for the second Signer.

3.10.2 PREREQUISITES
•
•

The Meeting Host must have a SigningHub account.
The In-Person signer is not required to have a SigningHub account.

3.10.3 USE CASE
In-person signing works well for investment and insurance brokers who often see clients while they are not in the
office.
In-person signing will allow the broker to meet the client and let them sign documents like indemnity forms, terms
and agreements, etc while they are in a meeting.
For this example, it is assumed that a third-party system like a CRM generated a document that requires an inperson signature. The document is shared on SigningHub. The Meeting Host will meet the second Signer and during
the meeting both of them will sign the document.

3.10.4 PROCESS FLOW

At a high level, In-Person signing follows the following steps:
1. Prepare the workflow.
2. Share the document.
3. The Meeting Hosts logs into SigningHub.
4. The In-Person Signer signs the document.
5. The Meeting Host signs the document.

3.10.5 REQUEST
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The following requests must be called to share a document with a Meeting Host and a second Signer. After the
document has been shared, the Meeting Host will have to log into SigningHub to host the signing meeting.
3.10.5.1

STEP 1 – AUTHENTICATE

Overview
Authenticate to SigningHub.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1020.htm

Description
Authenticate to SigningHub, to start transacting with SigningHub.
LAWtrust will supply the required authentication parameters.
Contact LAWtrust to get access to the testing environment.

Parameters
The scope parameter tells the system who the Document Owner is. Use the email address of the
Document Owner to identify the owner.

If the scope parameter is not set, the integration account will be the Document Owner.

Take note of the access_token returned by the server. The access_token is needed in subsequent
requests.

3.10.5.2

STEP 2 – ADD PACKAGE

Overview
Create a package to upload documents to.

Online Documentation
ALTRON SECURITY WORD TEMPLATE | v0.1
asec.info@altron.com

Page 89 of 120
+27 (0)12 676 9240

www.altronsecurity.com

SIGNINGHUB SAMPLE CODE
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1020.htm

Description
The first step to creating a workflow on SigningHub is to create a package. This step tells the
system what the name of the package is that you want to create.

A package can contain one or more documents.

Parameters
The access_token is obtained during Step 1 - Authenticate.

Take note of the package_id returned by the server. The package_id will be needed in the
subsequent requests.

3.10.5.3

STEP 3 – UPLOAD DOCUMENT

Overview
Upload a document to the package created in the previous step.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1022.htm

Description
Upload the document that must be digitally signed to the system.

Parameters
The access_token is obtained during Step 1 - Authenticate.

The document_id returned by the server will be needed in requests pertaining to the uploaded
document.

3.10.5.4

STEP 4 – ADD USER TO THE WORKFLOW

Overview
Add the Meeting Host as a signer to the workflow.

Online Documentation
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https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1047.htm

Description
Add the name and email address of the person that must sign the document.

Parameters
The access_token is obtained during Step 1 - Authenticate.

The access_token is obtained during Step 1 - Authenticate.

The package_id is obtained during Step 2 – Create Package.

Signing_order specifies the Signer’s order to sign. The order number will be required during the
next steps. For the first Signer, set the value to 1.

Set the field email_notification to true. If the parameter value is true, SigningHub will send an
email with a link to the document to the Signer. If the Signer clicks on the document, the
document will be opened in SigningHub and displayed to the user.

If additional security is specified, the user will now have to enter a password or OTP to view the
document.

See the sample code OTP protect access to a document for an example on how to protect access
to a document.

3.10.5.5

STEP 5 – INSERT SIGNATURE BLOCK ON THE DOCUMENT

Overview
Draw an electronic signature block for Meeting Host on the document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1182.htm

Description
Add an electronic signature block that the Meeting Host will sign during the In-Person signing
session.

Parameters
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This request will draw a signature block on the document for the first Signer.

This request will look for the text specified in the field search_text in the document and place the
signature block on the document.

The parameter placement is used to position the signature block relative to the search_text.
The dimension parameter controls the size of the signature block.
The Order parameter corresponds to the Signer’s order in which he/she must sign. Set the value
to 1.

Set Field_type to “ELECTRONIC_SIGNATURE”.

3.10.5.6

STEP 6 – INSERT IN-PERSON SIGNATURE BLOCK ON THE DOCUMENT

Overview
Draw an In-Person signature block for the second Signer on the document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1182.htm

Description
The In-Person signer will sign this block.

Parameters
This request will look for the text specified in the field search_text in the document and place the
signature block on the document.

The field placement can be used to position the signature block relative to the search_text.
The size of the signature block can be controlled with the dimension field.

Order corresponds to the Signer’s order in which he / she must sign. Set the value to 1.

Field_type must be set to "ELECTRONIC_SIGNATURE".
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3.10.5.7

STEP 7 – SHARE DOCUMENT

Overview
Share document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1025.htm

Description
This request notifies SigningHub that the workflow configuration is complete and the signing
workflow can start.

Parameters
N/A

After the document has been shared, the Meeting Host will receive an email from SigningHub requesting them to
sign the document.
The Meeting Host can now log into SigningHub while the In-Person Signer is present.
The In-Person Signer will sign the In-Person signature block and then the Meeting Host can sign their signature block.
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3.11 INDIVIDUAL WORKFLOW
3.11.1 OVERVIEW
Individual workflows allow the Document Owner to send exclusive copies of a document to be electronically signed
to multiple users with the use of a single signing workflow.

3.11.2 PREREQUISITES
•

The Document Owner must have a SigningHub account.

3.11.3 USE CASE
The Individual workflow type would be useful to a school administrator that must send a letter to all parents or a
company secretary that must send a memo to all employees. In this example a document will be uploaded and the
Individual workflow type will be applied to the workflow.

3.11.4 PROCESS FLOW

At a high level, the Individual signing workflow follows the following steps:
1. Prepare the workflow.
2. Share the document.
3. SigningHub sends an email to every Signer notifying them that they have a document to sign.
4. Each Signer signs their document.
5. After all Signers have signed their document the workflow completes.

3.11.5 REQUESTS

The following requests will upload a document to Authenticate to SigningHub, create a package, set the workflow
type to Individual, upload a document and add the users and a signature block.
After the document has been shared, each signer will get an email with a notification that they have to sign a
document.
3.11.5.1

STEP 1 – AUTHENTICATE

Overview
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Authenticate to SigningHub.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1010.htm

Description
Authenticate to SigningHub, to start transacting with SigningHub.
LAWtrust will supply the required authentication parameters.
Contact LAWtrust to get access to the testing environment.

Parameters
The scope parameter tells the system who the Document Owner is. Use the email address of the
Document Owner to identify the owner.

If the scope parameter is not set, the integration account will be the Document Owner.

Take note of the access_token returned by the server. The access_token is needed in subsequent
requests.

3.11.5.2

STEP 2 – ADD PACKAGE

Overview
Create a package to upload documents to.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1020.htm

Description
The first step to creating a workflow on SigningHub is to create a package. This step tells the
system what the name of the package is that you want to create.

A package can contain one or more documents.

Parameters
The access_token is obtained during Step 1 - Authenticate.

Take note of the package_id returned by the server. The package_id will be needed in the
subsequent requests.
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1.1.1.1

STEP 3 – SET THE WORKFLOW TYPE

Overview
Set the workflow type to Individual.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1043.htm

Description
By setting the workflow type to Individual, SigningHub will send an exclusive document to each
Signer to sign.

Parameters
The access_token is obtained during Step 1 - Authenticate.

Workflow_type: set the value to Individual.
Workflow_mode: set the value to ME_AND_Others or ONLY_OTHERS.
Continue_on_decline: set to false, else if one of the Signers declines to sign the workflow will
come to an end.

Message: the message specified in this field will display as a pop-up message to the Signer when
they open the document.

3.11.5.3

STEP 4 – UPLOAD DOCUMENT

Overview
Upload a document to the package created in the previous step.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1022.htm

Description
Upload the document that must be digitally signed to the system.

Parameters
The access_token is obtained during Step 1 - Authenticate.
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The document_id returned by the server will be needed in requests pertaining to the uploaded
document.
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3.11.5.4

STEP 5 – ADD USER TO THE WORKFLOW

Overview
Add the Signers to the workflow.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1047.htm

Description
Add the name and email address of the person that must sign the document.

Parameters
The access_token is obtained during Step 1 - Authenticate.

The package_id is obtained during Step 2 – Create Package.

Signing_order specifies the Signer’s order to sign. The order number will be required during the
next steps. For the first Signer, set the value to 1.

Set the field email_notification to true. If the parameter value is true, SigningHub will send an
email with a link to the document to the Signer. If the Signer clicks on the document, the
document will be opened in SigningHub and displayed to the user.

If additional security is specified, the user will now have to enter a password or OTP to view the
document.

See the sample code OTP protect access to a document for an example on how to protect access
to a document.

3.11.5.5

STEP 6 – INSERT SIGNATURE BLOCK ON THE DOCUMENT

Overview
Draw an electronic signature block for the Signers on the document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1182.htm

Description
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Only one electronic signature block have to be drawn, since all Signers will receive their own copy
of the document to sign.

Parameters
This request will draw a signature block on the document for the first Signer.

This request will look for the text specified in the field search_text in the document and place the
signature block on the document.

The parameter placement is used to position the signature block relative to the search_text.
The dimension parameter controls the size of the signature block.
The Order parameter corresponds to the Signer’s order in which he/she must sign. Set the value
to 1.

Set Field_type to “ELECTRONIC_SIGNATURE”.

3.11.5.6

STEP 7 – SHARE DOCUMENT

Overview
Share document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1025.htm

Description
This request notifies SigningHub that the workflow configuration is complete and the signing
workflow can start.

Parameters
N/A

After the document has been shared, each Signer will receive an email notification requesting them to follow the link
and sign the document.
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3.12 SIGN WITH ADVANCED ELECTRONIC SIGNATURE
3.12.1 OVERVIEW
For the sample workflow, a PDF document will be sent to SigningHub for manual signing with an Advanced Electronic
signature.
The process for signing with an Advanced Electronic signature and a digital signature is similar. The difference is how
the Signer was enrolled on SigningHub. The compliance requirement to issue an Advanced Electronic signature is a
face-to-face identification of the Signer.
To get an Advanced Electronic signature, please contact LAWtrust: info@lawtrust.co.za or sales@lawtrust.co.za.
For a discussion on the difference between electronic signatures and digital signatures see the LAWtrust article.

3.12.2 PREREQUISITES
In order for the Signer to sign the document with a digital certificate the user must pass through the LAWtrust faceto-face enrolment process and be issued with a SigningHub account.
As part of the SigningHub account creation process, an Advanced Electronic certificate will be issued to the Signer.

3.12.3 USE CASE
In South Africa, Advanced Electronic signatures are governed by the ECT Act and are considered to carry the highest
trust of all electronic and digital signatures.
According to South African law, if they are signed electronically, the following documents must be signed with an
Advanced Electronic signature:
• Documents containing suretyships.
• Assignment or exclusive licensing agreements.
• Documents used for pension fund administration.
• Credit Agreements.
• Where there is a legal requirement for the document, signature or statement to be notarised,
acknowledged, verified or made under oath.
• Any document where a signature is required by law, for the transaction to be valid.
• Certification of documents as true copies of the original.
• Notarisation of documents required by law.
To find out more about the different types of signatures and which one is right for your organisation, please contact
LAWtrust for more information: info@lawtrust.co.za.

3.12.4 PROCESS FLOW
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At a high level, the sample code will perform the following steps:
3 Prepare the workflow.
4 Share the document.
5 SigningHub sends email notification to Signer.
6 Signers logs into SigningHub and signs the document with an Advanced Electronic signature.
7 Third-party application checks the document status.
8 Third-party downloads signed document.
9 Third-party downloads the Workflow Evidence report.
10 Deletes the document.

3.12.5 REQUESTS
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The following requests must be called to share a document with one Signer. The digital signing process will be
completely automated.
3.12.5.1

STEP 1 – AUTHENTICATE

Overview
Authenticate to SigningHub.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1010.htm

Description
Authenticate to SigningHub, to start transacting with SigningHub.
LAWtrust will supply the required authentication parameters.
Contact LAWtrust to get access to the testing environment.

Parameters
The scope parameter tells the system who the Document Owner is. Use the email address of the
Document Owner to identify the owner.

If the scope parameter is not set, the integration account will be the Document Owner.

Take note of the access_token returned by the server. The access_token is needed in subsequent
requests.
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3.12.5.2

STEP 2 – ADD PACKAGE

Overview
Create a package to upload documents to.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1020.htm

Description
The first step to creating a workflow on SigningHub is to create a package. This step tells the
system what the name of the pack is that you want to create.

A package can contain one or more documents.

Parameters
The access_token is obtained during Step 1 - Authenticate.

Take note of the package_id returned by the server. The package_id will be needed in the
subsequent requests.

3.12.5.3

STEP 3 – UPLOAD DOCUMENT

Overview
Upload a document to the package created in the previous step.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1022.htm

Description
Upload the document that must be digitally signed to the system.

Parameters
The access_token is obtained during Step 1 - Authenticate.

The document_id returned by the server will be needed in requests pertaining to the uploaded
document.
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3.12.5.4

STEP 4 – ADD SIGNER 1 TO THE WORKFLOW

Overview
Add a signer to the workflow.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1047.htm

Description
Add the name and email address of the person that must sign the document.

Parameters
The access_token is obtained during Step 1 - Authenticate.

The package_id is obtained during Step 2 – Create Package.

Signing_order specifies the Signer’s order to sign. The order number will be required during the
next steps. For the first Signer, set the value to 1.

Set the field email_notification to true. If the parameter value is true, SigningHub will send an
email with a link to the document to the Signer. If the Signer clicks on the document, the
document will be opened in SigningHub and displayed to the user.

If additional security is specified, the user will now have to enter a password or OTP to view the
document.

See the sample code OTP protect access to a document for an example on how to protect access
to a document.

3.12.5.5

STEP 5 – INSERT SIGNATURE BLOCK 1

Overview
Draw a signature block for signer 1 on the document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1182.htm

Description
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Add the name and email address of the first person that must sign the document.

Parameters
This request will draw a signature block on the document for the first Signer.

This request will look for the text specified in the field search_text in the document and place the
signature block on the document.

The parameter placement is used to position the signature block relative to the search_text.
The dimension parameter controls the size of the signature block.
The Order parameter corresponds to the Signer’s order in which he/she must sign. Set the value
to 1.

Field_type must be set to "DIGITAL_SIGNATURE".

3.12.5.6

STEP 6 – SHARE DOCUMENT

Overview
Share document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1025.htm

Description
This request notifies SigningHub that the workflow configuration is complete and the signing
workflow can start.

Parameters
N/A

3.12.5.7

STEP 6.1 – SIGNER SIGNS THE DOCUMENT

Overview
The signer logs into SigningHub and manually signs the document.

This is a manual step performed by the user and as such there is no requests to call.
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To programmatically sign a document, see the sample: One Signer workflow.

Online Documentation
https://manuals.ascertia.com/SigningHubv7/1164.htm

Description
The Signer manually signs the document.

Parameters
N/A

3.12.5.8

STEP 7 – GET DOCUMENT STATUS (OPTIONAL)

Overview
Set the workflow status.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1044.htm

Description
The document status request retrieves the document’s current status.

Developers can use this request to periodically retrieve a document’s status.

The document status will be ‘Pending’ until all the Signers have digitally signed the document.
After calling the document’s status will be ‘Completed’.

Parameters
N/A

3.12.5.9

STEP 8 – DOWNLOAD DOCUMENT

Overview
Download the digitally signed document.

Online Documentation
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https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1040.htm

Description
The digitally signed document is downloaded as a base64 string.

To download the signed document in a binary format, see this API request.

Parameters
Provide the package_id of the signed document to download.

3.12.5.10

STEP 9 – DOWNLOAD WORKFLOW EVIDENCE REPORT (OPTIONAL)

Overview
Download the forensic Workflow Evidence Report document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1045.htm

Description
A forensic report (Workflow completion report) can be downloaded optionally.

The forensic report contains an audit trail of all the actions that happened during the signing
workflow.

The forensic report has been digitally signed to proof that the audit trail has not been tampered
should a dispute arise later on.

Parameters
Provide the package_id of the forensic report to download.

3.12.5.11

STEP 10 – DELETE DOCUMENT

Overview
Delete the specified document (and containing package).

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1038.htm
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Description
Finally, the signed document is deleted of SigningHub to free space on the SigningHub Enterprise.

Parameters
Provide the package_id of the signed document to delete.
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3.13 SIGN A DOCUMENT WITH FORM FIELDS
3.13.1 OVERVIEW
Some business workflows generate documents that must be filled out by the Signer before they sign the document.
This example will illustrate how developers can upload a document containing form fields, populate values of the
fields and add additional fields using the SigningHub REST API.

3.13.2 SAMPLE CODE
Download the Postman sample code.
Download the accompanying sample code documentation.

3.13.3 PREREQUISITES
In order to populate fields on a document, the developer must know what the name of the fields are.
The document must be a valid standard ISO PDF document.

3.13.4 USE CASE
This type of workflow can be used for example by a hotel or a resort that let new guests sign an indemnity form on
arrival.
A third-party application generates the document and send it to SigningHub. Fields with known values can be
populated and the fields with unknown values can be left for the Signer to fill out.
A date field can be added to the document that will be auto populated at the time of signing.

3.13.5 PROCESS FLOW

At a high level, the sample code will perform the following steps:
1. Prepare the workflow.
2. Populate the fields on the document.
3. Draw any additional fields.
4. Share the document.
5. SigningHub sends email notification to Signer.
5.1 Signer log into SigningHub.
5.2 Signer fill out required fields
5.3 Signer sign the document.
6. Third-party application check the document status.
7. Third-party application download the signed document.
8. Third-party downloads the forensic Workflow Evidence report.
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9. Deletes the document.

13.13.6

REQUESTS

The following requests must be called to share a document with one Signer.
13.13.6.1

STEP 1 – AUTHENTICATE

Overview
Authenticate to SigningHub.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1010.htm

Description
Authenticate to SigningHub, to start transacting with SigningHub.
LAWtrust will supply the required authentication parameters.
Contact LAWtrust to get access to the testing environment.

Parameters
The scope parameter tells the system who the Document Owner is. Use the email address of the
Document Owner to identify the owner.

If the scope parameter is not set, the integration account will be the Document Owner.
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Take note of the access_token returned by the server. The access_token is needed in subsequent
requests.

13.13.6.2

STEP 2 – ADD PACKAGE

Overview
Create a package to upload documents to.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1020.htm

Description
The first step to creating a workflow on SigningHub is to create a package. This step tells the
system what the name of the package is that you want to create.

A package can contain one or more documents.

Parameters
The access_token is obtained during Step 1 - Authenticate.

Take note of the package_id returned by the server. The package_id will be needed in the
subsequent requests.

13.13.6.3

STEP 3 – UPLOAD DOCUMENT

Overview
Upload a document to the package created in the previous step.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1022.htm

Description
Upload the document that must be electronically signed to the system.

Parameters
The access_token is obtained during Step 1 - Authenticate.
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The document_id returned by the server will be needed in requests pertaining to the uploaded
document.

13.13.6.4

STEP 4 – ADD SIGNER 1 TO THE WORKFLOW

Overview
Add a signer to the workflow.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1047.htm

Description
Add the name and email address of the person that must sign the document.

Parameters
The access_token is obtained during Step 1 - Authenticate.

The package_id is obtained during Step 2 – Create Package.

Signing_order specifies the Signer’s order to sign. The order number will be required during the
next steps. For the first Signer, set the value to 1.

Set the field email_notification to true. If the parameter value is true, SigningHub will send an
email with a link to the document to the Signer. If the Signer clicks on the document, the
document will be opened in SigningHub and displayed to the user.

If additional security is specified, the user will now have to enter a password or OTP to view the
document.

See the sample code OTP protect access to a document for an example on how to protect access
to a document.

13.13.6.5

STEP 5 – INSERT SIGNATURE BLOCK 1

Overview
Draw a signature block for signer 1 on the document.
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Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1182.htm

Description
Add the name and email address of the first person that must sign the document.

Parameters
This request will draw a signature block on the document for the first Signer.

This request will look for the text specified in the field search_text in the document and place the
signature block on the document.

The parameter placement is used to position the signature block relative to the search_text.
The dimension parameter controls the size of the signature block.
The Order parameter corresponds to the Signer’s order in which he/she must sign. Set the value
to 1.

Set Field_type to “ELECTRONIC_SIGNATURE”.

13.13.6.6

STEP 6 – UPDATE FORM FIELD

Overview
Set the value of a form field on the document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1081.htm

Description
This request updates a text field in the document with the value specified in the request.

Parameters
The access_token is obtained during Step 1 - Authenticate.

The package_id is obtained during Step 2 – Create Package.

The document_id is obtained during Step 3 – Upload document.
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Field_name: this parameter specifies the name of the text field to update.

Page_no: specifies on which page to find the text field.

Placeholder: The text will appear in the text field while view the document. For this example, this
value can be left empty.

Value: This is the actual value that will be placed in the text field.

13.13.6.7

STEP 7 – ADD DATE FIELD

Overview
Add a date field to the document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1182.htm

Description
This request will place a date field on the document at a specified location.

The date field will automatically be populated by SigningHub at the time of signing.

Parameters
The access_token is obtained during Step 1 - Authenticate.

The package_id is obtained during Step 2 – Create Package.

The document_id is obtained during Step 3 – Upload document.

This request will look for the text specified in the field search_text in the document and place the
date field at that location.

The field placement can be used to position the date field relative to the search_text.
The size of the date field can be controlled with the dimension field.

Order corresponds to the Signer’s order in which he / she must sign. Set the value to 1.
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Field_type must be set to "DATE".

13.13.6.8

STEP 8 – SHARE DOCUMENT

Overview
Share document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1025.htm

Description
This request notifies SigningHub that the workflow configuration is complete and the signing
workflow can start.

Parameters
N/A

13.13.6.9

STEP 8.1 – SIGNER FILL OUT FORM FIELDS

Overview
The signer logs into SigningHub and manually fills out any open text fields.

This is a manual step performed by the user and as such there is no requests to call.

Online Documentation
https://manuals.ascertia.com/SigningHubv7/1164.htm

Description
The Signer manually enters data into any empty text fields on the document before signing.

Parameters
N/A

13.13.6.10

STEP 8.2 – SIGNER SIGN THE FORM

Overview
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The signer logs into SigningHub and manually signs the document.

This is a manual step performed by the user and as such there is no requests to call.

To programmatically sign a document, see the sample: One Signer workflow.

Online Documentation
https://manuals.ascertia.com/SigningHubv7/default.aspx#pageid=1164.

Description
The Signer manually signs the document.

Parameters
N/A

13.13.6.11

STEP 9 – GET DOCUMENT STATUS (OPTIONAL)

Overview
Get the workflow status.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1044.htm

Description
The document status request retrieves the document’s current status.

Developers can use this request to periodically retrieve a document’s status.

The document status will be ‘Pending’ until all the Signers have electronically signed the
document. After calling the document’s status will be ‘Completed’.

Parameters
N/A

13.13.6.12

STEP 10 – DOWNLOAD DOCUMENT
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Overview
Download the digitally signed document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1040.htm

Description
The digitally signed document is downloaded as a base64 string.

To download the signed document in a binary format, see this API request.

Parameters
Provide the package_id of the signed document to download.

13.13.6.13

STEP 11 – DOWNLOAD WORKFLOW EVIDENCE REPORT (OPTIONAL)

Overview
Download the forensic Workflow Evidence Report document.

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1045.htm

Description
A forensic report (Workflow Evidence report) can be downloaded optionally.

The forensic report contains an audit trail of all the actions that happened during the signing
workflow.

The forensic report has been digitally signed to proof that the audit trail has not been tampered
should a dispute arise later on.

Parameters
Provide the package_id of the forensic report to download.

13.13.6.14

STEP 12 – DELETE DOCUMENT
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Overview
Delete the specified document (and containing package).

Online Documentation
https://uatweb.signinghub.co.za/manuals/signinghub/api-guide/v3/1038.htm

Description
Finally, the package and signed document is deleted of SigningHub to free space on the
SigningHub Enterprise.

Parameters
Provide the package_id of the signed document to delete.
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4. GLOSSARY
The following is a list of standard abbreviations commonly used in public key infrastructure and digital signing. (Some
abbreviations might not be used in this document)
Abbreviation

Term

API
AeSign

Advanced Electronic Signature

CA

Certificate Authority

ECT

Electronic Communications and Transactions act

GDPR

General Data Protection Regulation

GUID

Global Unique Identifier

HSM

Hardware Security Module

HTTP

Hypertext Transfer Protocol

ID

Identifier / Identification

IIS

Internet Information Service

ISO

International Standards Organisation

ISO-21188

Public Key Infrastructure for Financial System specification

ISO 32000-1

Portable Document Format specification

LTV

Long Term Validation

PDF

Portable Document Format

PKI

Public Key Infrastructure

POPIA

Protection of Personal Information Act

Prod

Production

OCSP

Online Certificate Status Protocol

OTP

One Time Pin

RA

Registration Authority

SMS

Short Message Service

TLS

Transport Layer Security

TSO-Agent

Trust Service Orchestrator Agent

UAT

User Acceptance Testing

URL

Uniform Resource Locator

XML

Extensible Mark-up Language
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